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1
Decision/action requested

This tdoc provides a solution on NSWO authentication with an interworking function.
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3
Rationale

The new SID [1] studies how NSWO can be performed when the WLAN access network is connected to 5G. The solution here assumes that that UE is NSWO and 5G capable and is capable of the trusted non-3GPP access procedure. A new function called NSWO Function (NSWOF) is basically acting as a TNGF close to the AMF. 
It is proposed to add a corresponding solution to the TR 33.xyz (tbd).
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Detailed proposal
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Next Changes

X.y
Solution #y: NSWO authentication via NSWOF
X.y.1
Introduction

The solution specified here can be applied when the UE is capable of supporting 5G registration via trusted non-3GPP access, as currently specified in TS 33.501 [x], clause 7A.2.1 and in TS 23.502 [y], clause 4.12a. The solution introduces a new function called NSWO Function (NSWOF) in the 5G core network, which is further described below.

As shown in the following figure, the NSWOF has a two-fold role:

1) 
It operates as a AAA server facing the WLAN access network. The AAA signaling is exchanged between the WLAN access network and the NSWOF, hence, from the WLAN access network point of view, the NSWOF is like a AAA server. The AAA interface is assumed to be the AAA interface that is already supported by the WLAN access network. 

2)
It operates as a TNGF (Trusted Non-3GPP Gateway Function) and interfaces with one or more AMFs using N2 connections. Via an N2 connection and the NSWOF, the UE and an AMF can exchange 5G-NAS messages and execute the "5G registration via trusted non-3GPP access" procedure. When this 5G registration procedure is successfully completed, the UE is registered to 5GC and is also connected to the WLAN access network. Subsequently, the UE may offload some traffic to the WLAN access network directly (aka NSWO) and may route some other traffic via the 5GC network, if needed. Which traffic can be directly offloaded to the WLAN and which traffic is routed via the 5GC network can be specified by the home operator by providing URSP rules to UE.
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Figure x.y.1-1: NSWO architecture with AAA Server
X.y.2
Solution Details

The following figure illustrates how a 5G UE can connect to a WLAN access network after successfully authenticating with the AUSF and after being registered with 5GC. The figure illustrates a roaming scenario where the WLAN access network supports AAA interworking with a VPLMN. In this case, the NSWOF is deployed in the VPLMN. In a non-roaming scenario, the WLAN access network supports AAA interworking with the HPLMN and the NSWOF is deployed in the HPLMN. 
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Figure x.y.2-1: NSWO authentication with NSWOF
1.
The WLAN advertizes (e.g. with ANQP) a PLMN List which includes all the PLMNs with which the WLAN access supports AAA connectivity (this capability is already supported). The UE is 5G capable and supports 5G registration via trusted non-3GPP access, as specified in TS 33.501 [x] and in TS 23.502 [y]. A layer-2 (L2) connection is established between the UE and the WLAN Access Network. In case of IEEE 802.11 [z], this step corresponds to an 802.11 [z] Association. The WLAN access network routes AAA signaling to the NSWOF based on the realm provided by the UE.
2-3.
An EAP authentication procedure is initiated. EAP messages shall be encapsulated into layer-2 packets, e.g. into IEEE 802.11/802.1x packets. The UE provides a NAI that triggers the WLAN Access Network to send an AAA request to a NSWOF, which is selected based on the realm of the NAI. Between the WLAN Access Network and NSWOF the EAP packets are encapsulated into AAA messages.

4-10.
An EAP-5G procedure is executed as specified in clause 7.2.1with the following modifications:

-
The EAP-5G packets shall not be encapsulated into IKEv2 packets. The UE shall also include a UE Id in the AN parameters, e.g. a 5G-GUTI if available from a prior registration to the same PLMN.

-
A AN key or KNSWOF as specified in clause Annex A.9 (equivalent to KN3IWF) is created in the UE and in the AMF after the successful authentication. The KNSWOF is transferred from the AMF to NSWOF in step 10a (within the N2 Initial Context Setup Request). 

-
The WLAN Access Network is a trusted entity. The NSWOF shall generate the KTNAP as specified in Annex A.22 and transfers it from NSWOF to WLAN Access Network in step 10b (within an AAA message). 

-
After receiving the NSWOF key from AMF in step 10a, the NSWOF shall send to UE an EAP-Request/5G-Notification packet containing the "NSWOF Contact Info", which includes the IP address of NSWOF. After receiving an EAP-Response/5G-Notification packet from the UE, the NSWOF shall send message 10b containing the EAP-Success packet. 

11.
The common TNAP key is used by the UE and TNAP to derive security keys according to the applied non-3GPP technology and to establish a security association to protect all subsequent traffic. In case of IEEE 802.11 [z], the KTNAP is the Pairwise Master Key (PMK) and a 4-way handshake is executed (see IEEE 802.11 [z]) which establishes a security context between the WLAN AP and the UE that is used to protect unicast and multicast traffic over the air. All messages between UE and WLAN Access Network are encrypted and integrity protected from this step onwards.

NOTE 1: whether step 11 is performed out of the scope of this document. The current procedure assumes the encryption protection over Layer-2 between UE and WLAN Access Network is to be enabled.

12.
The UE receives IP configuration from the TNAN, e.g. with DHCP.

13.
The UE shall initiate an IKE_INIT exchange with the NSWOF. The UE has received the IP address of NSWOF during the EAP-5G signalling in step 9b, subsequently, the UE shall initiate an IKE_AUTH exchange and shall include the same UE Id (i.e. SUCI or 5G-GUTI) as in the UE Id provided in step 5. The common KTIPSe is used for mutual authentication and for encryption. The key KTIPSec is derived as specified in Annex A.22. After step 13c, an IPsec SA is established between the UE and NSWOF (i.e. a NWt connection) and it is used to transfer all subsequent NAS messages. This IPsec SA does apply encryption and integrity protection.

14.
After the NWtp connection is successfully established, the NSWOF responds to AMF with an N2 Initial Context Setup Response message.

15.
Finally, the NAS Registration Accept message is sent by the AMF and is forwarded to UE via the established NWt connection. UE sends all data traffic to WLAN. Based on the URSP rules, the UE may establish a PDU Session via the NSWOF and send selected traffic over the PDU Session.

X.y.3
Solution Evaluation

The solution has the following impacts on the different functions: 

UE:

· The UE is also registered with 5GC, so it can also establish a PDU session via the WLAN and can also route some traffic via the PDU session (e.g. based on the URSP rules).
NSWOF:

· Acts as TNGF in the VPLMN and requires encryption between UE and NSWOF for the IPsec SA.

End of Changes
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